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[PROJECT 3: CREATING A FACE RECOGNITION ACCESS CONTROL SYSTEM]

1. Hardware List

Arduino Nano 3.0 Controller Board

Arduino Nano 1/0 Shield

Arduino Nano USB Cable

6V Solenoid Door Lock

1-Channel 5V Relay Module

Push-in Wire Connector

MIFARE RFID-RC522 Module (with a RFID tag for testing)
Jumper Wires (F/F x20)

4-AA Battery Holder (with switch)

4 AA batteries (Self-prepared)

A Laptop or Desktop with built-in webcam (Self-prepared)

2. Introduction to Face Recognition Access Control System

This project will set up an Al access control_system“known as Face Recognition Access Control System.

Below is its conceptual illustration:

f_mj

LY

Both RFID technology and a face recognition program run real-time on the computer are involved
concurrently in this access control system. In other words, a user may trigger the unlocking of the solenoid

door lock with an RFID tag or by his/her facial characteristics as detected by the system.
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[PROJECT 3: CREATING A FACE RECOGNITION ACCESS CONTROL SYSTEM]

As far as RFID technology is concerned, please refer to Project 2: Creating a Smart Card Lock in the Teaching
Kit. This project mainly focuses on the details of the real-time execution of the face recognition program on
the computer. For the basic principle involved in face recognition technology, please refer to the Basic
Knowledge booklets Machine Learning and Al Principle in Face Recognition.

The first stage of the face recognition program involves data collection in which a number of facial photos
are to be taken by a system user. (If multiple users are involved, each user needs to take his/her photos.
The detection accuracy, however, will drop.)

Then the program will perform machine learning to acquire the user’s data for facial recognition and keep
looking for related facial data through a computer webcam. Whenever it detects facial data highly similar to
the user’s, the related face in the screen will be captured real-time in a frame and marked as the user.

3. Face Recognition Access Control'System Assembly
Below are the steps for the assembly of Face Recognition Access Control System:
1. Refer to the steps provided in Project 2: Creating ‘a/Smart Card Lock, assemble the hardware parts of

the smart card lock. (Omit the tactile switch module, LCD1602 module and the passive buzzer module)

The completed circuit is as follows:

3 oou‘-oooou L

B i 1 =

2. Connect a Nano USB cable to connect the Nano control board to a notebook or desktop computer
installed or built-in with a webcam. Unlike Project 1 and Project 2, the Nano USB cable is not only for
uploading a program, but also for real-time communication between the computer and the Nano
control board. As the computer program detects through the webcam facial data highly similar to the

facial data stored in the system, it will send a signal to the Nano board to trigger unlocking.
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[PROJECT 3: CREATING A FACE RECOGNITION ACCESS CONTROL SYSTEM]

4. Face Recognition Access Control System Software Installation
Find among the resource files in the Teaching Kit the zipped file "SmartLock.zip" and copy it to the Desktop

of the local computer. Then unzip the file. (If the computer is not yet installed with Arduino IDE software,
run the installer file arduino-1.8.13-windows.exe in the CD-ROM to install the software.)

[9.0)

o . SL_arduino
Arduino #] crop.py
|!] environmentyml
|#| face_trainning.py
2] main.py
|=] Silver Sands Holiday Park.PNG

SmartLock.zip containsisomefiles and a folder.

A Type here to search Arduino IDE installed and SmartLock.zip unzipped on the computer

Open the SmartLock folder and then the SL_arduino subfolder within. You will see an Arduino program file
SL_arduino.ino. Double-click it to open it in the Arduino IDE.

Click Tools menu at the top of the Arduino_ IDE user interface and then:

1. Select from the Port option the computer'COM port available for connection with the control board;
2. Select “Arduino Nano” from the Board option;

3. Select “ATmega328P (Old Bootloader)”.from the Processor option;

@ SL_arduino | Arduino 1.8.13
File Edit Sketch|Tools Help

Auto Format Ctrl+T
Archive Sketch
SL arduing Fix Encoding & Reload
# 5 1ud Manage Libraries... Ctrl+Shift+|
rinciude Serial Monitor Ctrl+ Shift+M
#include Serial Plotter Ctrl+ Shift+L
#define 1 o o )
. WIFiI101 /f WIFININA Firmware Updater
#define |
MEFRC522 1 Board: "Arduino Nano” b Boards Manager...
£ oind Processor: "ATmega328P (Old Bootloader)” 3 Arduino Yan
const 1n
. : Port b Arduino Uno
int 1ncor Get Board Info Arduino Duemilanove or Diecimila | =
ool stat . i
. Programmer: "AVRISP mkll” b Ardeno Nano
ool rfig Burn Bootloader Arduino Mega or Mega 2560
Arduino Mega ADK
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